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Abstract

Purpose – The purpose of this paper is to identify various risks in the power distribution supply chain and
further to prioritize the risk variables and propose amodel to the power distribution industry for managing the
interruptions in its supply chain. To accomplish this objective, a case of a major power distribution company
has been considered.
Design/methodology/approach – Failure mode and effects analysis (FMEA) analysis has been done to
identify the potential failure modes, their severity, and occurrence and detection scores. Then an interpretive
structural model (ISM) has been developed to identify and understand the interrelationships among these
enablers followed by MICMAC analysis, to classify the risk variables in four quadrants based on their driving
and dependency powers.
Findings – The results of this study exhibit that technical failure in the information and technology system,
the use of improper equipment, poor maintenance and housekeeping in the internal operations are the major
risk drivers. Exposure to live wires and commercial loss in power supply has strong dependence power.
Research limitations/implications –This study is limited to a single power distribution company and not
the whole power distribution sector.
Practical implications – This study suggests the managers of the power distribution company develop an
initial understanding of the drivers and the dependent powers on the supply chain risks.
Social implications – Through prioritization, identification of drivers and the dependent risks, the losses in
the power distribution supply chain can be minimized.
Originality/value –Various failures in the power distribution have been studied in the past, but they have not
investigated the supply chain risks in the power distribution of a power distribution company.

Keywords Failure mode and effects analysis (FMEA), Interpretive structural modeling (ISM), MICMAC

analysis, Supply chain

Paper type Research paper

Introduction
Power distribution is a crucial connection between the power supply company and the end-
user. Proper distribution of power provides customer satisfaction and further proper revenue
in the whole supply chain. The power distribution supply chain begins from the electricity
producers who generate electricity through the sources of thermal, hydro or renewable
sources. This power is supplied to the transmitters and finally, the distribution is done.
Various drivers aid smooth functioning in this distribution supply chain. These drivers are
those process functions that can impact the whole chain thereby resulting in the economic
and financial condition of the firm.

Hence the failures or risks that can arise at any level in the execution of these process
functions must be identified, prioritized and treated as they can not only cause financial and
commercial losses, but the service quality loss and further loss of the company goodwill can
surface. Hence risk management has to be aimed to safeguard the organization from the
adverse effects and improve the overall performance (Maheshwari and Jain, 2014). Past
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studies have shown various models developed by the researchers to analyze and model the
supply chain risks. (Pandey and Sharma, 2017) developed an interpretive structural model
(ISM) for assessing the risks in the supply chain that can help the supply chain managers to
take decisions on treating the risk effects. Sharma and Bhat (2014) developed an ISM model
for the agile supply chain and identified various enablers involved in the agile supply chain
and their relative importance to the decision-makers.

Literature review
Researches in the field of supply chain risks have prominently discussed the risks associated
with the supply chain networks and also have formulated the models to interrelate these risk
variables. These studies have identified various gaps and future scopes for modification,
updating and expanding theirmodels. These research gaps derived from the literature review
of the reviewed papers of supply chain risks of the power distribution sector are presented in
Table 1.

The study of the existing literature has revealed multiple variables influencing the power
distribution supply chain. Figure 1 describes the same in the form of a fishbone diagram.

Research methodology
A case of a major power distribution company has been undertaken to study the risks
associated with it. The author developed a framework on failure mode and effects analysis
(FMEA) to identify, analyze andmodel the risks. Further structural equationmodeling (SEM)
is used to identify and represent the interrelationships among the various risks in the power
distribution company. The author collected the data in two phases. In the first phase, a
detailed review of the literature was done to study the various risks in the execution of the
core functions of the power distribution company. The experts from the power distribution
industry were consulted to validate the risk variables and their quantification. Two experts
holding the managerial position in the company agreed to validate the risk variables and
further rate the risk variables for its severity, occurrence and detectability. The FMEA sheet,
composing of 17 risk elements, was filled through the common censuses of the experts (see
Table 2).

In the next phase, based on the risk priority number (RPN) generated by the FMEAmodel,
11 top risk elements were selected for further analysis of their structural relationships. ISM is
used to understand the structural interrelations among these risk elements. This process was
also based on the same expert’s judgment. The experts were given eight days to understand
the ISMmodel and further derive the relationships among the risk elements through common
consensus. Structural self-interaction matrix represented in Table 3, shows these
interrelationships. The researcher’s perspectives that compelled the implementation of
FMEA and ISM and their method of implementation are explained as under. Further the
complete flow of the proposed model is represented in Figure 2.

What is failure mode and effect analysis?
FMEA is a systematic and qualitative tool used to identify the possible failure modes in a
process, causes of failures and the effects of the failure on the whole system. It begins during
the earliest conceptual stages of design and continues throughout the life of the product or
service. FMEA is a tool that identifies the risks in the products or the processes that are
designed, and further begins the risks reducing actions through the highest potential impact
(Beyene et al., 2018). It excludes the prospective risks or failures from the system to boost the
reliability and safety of the complex systems. This supports proper information provision for
decision-making in risk management. Thus it helps to prioritize the risks in the process
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thereby aiding proper risk treatment (Liu et al., 2013). For evaluating the performances of
different risk modes, that are categorized as occurrence (O), severity (S) and detection (D),
FMEAuses themethod of calculating the RPN. Integer scale of 1–10 is used for the estimation
of the values of O, S and D. Further, RPN value is calculated by multiplying these three
values. The risks are then prioritized based on the value of RPN. The higher the RPN, the
higher is the risk. Thus, the risk estimation in FMEA with the RPN method is said to be the
most effective method for the prevention of risks in advance (Lv et al., 2019).

Author Research objectives Possible gaps

Ahsen (2008) The author aimed at developing an
improved approach to prioritizing
failures within the procedure of the
FMEA

The author suggested that focusing on
the possibilities of including
interdependencies among the failure
modes identified through FMEA

Moja et al. (2016) The authors aimed at identifying and
assessing the risks associated with the
electricity sector through the operations
department of a Swaziland Electricity
Company

The authors recommended that further
study can be undertaken to determine
the risks and their magnitudes

Liu et al. (2010) The authors have introduced the risk
management techniques adopted by the
electricity market

The authors suggested developing
specific techniques of risk management
to be applied to electricity markets

Holmukhe (2016) The author studied various challenges
faced by the electricity distribution
sector in India and suggested possible
solutions to the problems

The author suggested several measures
for utility infrastructure as drivers to
the successful transition of the power
sector, which can be further studies

Narayanagounder and
Gurusami (2009)

This paper demonstrates the new
approach to prioritize failuremodes and
resolved the limitations of the
traditional FMEA technique

The authors suggested the other
possible methods can further be studied
to drain away from the limitation of
traditional FMEA

Dewangan et al. (2015) The authors used interpretive
structural modeling (ISM) to identify
the enablers that play a vital role in
enhancing the competitiveness of the
manufacturing industry

The future scope of the study expands
to identifying the enablers of the
manufacturing competitiveness of the
industries in India and abroad

Prabu et al. (2015) The authors established the
interdependency of the supply chain
intricacy drivers using interpretive
structural modeling (ISM) and impact
matrix cross-reference multiplication
(MICMAC)

The author suggested future work for
identifying the industry-specific
intricacy drivers

Dube and Gawande
(2016)

The authors aimed at identifying the
enablers for the implementation of
green supply chain and the
interrelationships among them using
ISM model and MICMAC analysis

The authors suggested the need to
develop model specific to the industries
like automobile, electrical, electronic and
chemical

Maheshwari and Jain
(2014)

The authors reviewed the past studies
from various authors which addressed
the supplier’s perspective risks in the
supply chain

The authors suggested future research
for the validation of various risk models
and the development of algorithms for
certain situations

Rogers et al. (2015) The authors studied works of literature
to identify, discuss and elaborate on the
impact and origin of focal supply chain
risk factors in the Indian concept

The authors suggested future study on
various supply chain risks in the Indian
business environment and future scope
of improvement

Table 1.
Literature review

detailing the
research gaps

Power
distribution
operational
risk model



In this research work, the issues or the risks in the process functions of the power distribution
supply chain are categorized as:

(1) Internal operations risks;

(2) Production risks;

(3) Information and technology systems-related risks;

(4) Market and regulatory risks;

(5) Human resources-related issues;

(6) Risks at the customer level;

(7) Issues in the supply of power.

Internal operations risk in power distribution is those that may arise while the distribution
operations are active. These were identified as road hazards, the use of improper equipment,
exposure to live wires, poor housekeeping and maintenance, explosions/fire, grid failure.
Production-related risks are the risks of a grid failure or production stoppage. Information
and technology systems-related risks relate to the security breaches and technical failures in
the use of computers and software for managing the data, distribution flow, etc. Market and
regulatory framework issues that are identified change in renewables subsidies and other
climate policies, energy market price volatility, rising energy prices and widening regional
price differences. Human resources-related issues relating to the power distribution company
were the oversizing of the company. Risks at the customer level that can occur are less
revenue collection from the customer and customer outrage due to the power supply cut.
Issues in the supply of power are the risks of technical and commercial failure and
degradation in the quality of power supply.
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S. no. SSIM 1 2 3 4 5 6 7 8 9 10 11

1 Poor housekeeping and maintenance risk X 0 0 0 0 V V V V 0 X
2 Customer outrage risk X 0 0 A A 0 0 0 V 0
3 Organization oversize risk X 0 0 0 0 0 0 0 V
4 Energy market price volatility risk X X 0 0 0 0 V 0
5 Risk of regional price difference widening X 0 0 0 0 V 0
6 Risk of a grid failure or production stop X A A X V A
7 Technical failure risk X V V V A
8 Explosion or fire risk X X V A
9 Exposure to live wires X 0 A
10 Risk of commercial loss X 0
11 Risk of use of improper equipment X

rt’s 

Expert’s 

Table 3.
Structural self-
interaction
matrix (SSIM)

Figure 2.
Flow diagram for the
proposed model
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These abovementioned risks are incorporated into the FMEA model for further
quantification and prioritization.

Risk prioritization. The abovementioned risks may need immediate treatment since the
effectsmay be devastating. And hence prioritizing these risks to identify thosewhichmust be
addressed first needs to be done. This is done through the quantification of the risks based on
its three determinants.

First, the risks associated with the given process or system is identified. Each risk is
determined based on its severity level (S). This level is rated from 1 to 10, 1 being insignificant
and 10 being catastrophic. Further, the occurrence (O) of the risk is identified, i.e. the
frequency with which the risks occur. This is again rated on a scale of 1–10, 1 being unlikely
and 10 being inevitable. The third determinant is the detection rating (D). This rating
estimates how well the controls can detect either the cause or its failure mode after they have
happened represented by a value from 1 to 10, 1 being the control is certain to detect the
problem and 10 being the control is certain not to detect the problem.

Finally, a RPN is calculated, which is the product of severity, occurrence and detectability.

RPN ¼ S*O*D

In this research work, these three determinant values are identified through the expert’s
judgment for all the entities of the risks.

The FMEA table for the risks identified for the power distribution company under the
study is given in Table 2. Potential causes of failure for certain risks and the current process
controls were also identified through a thorough study of the secondary data.

In the case of the security breaches in the Information and Communication Technologies
(ICT) system, the potential causes of failure can be phishing and application vulnerabilities
and the process control would be technical training the employees to remain vigilant and
identify suspicious links, all software and applications receive regular updates (Seqrite, 2018).

One of the process functions identified is power distribution loss. These losses arise due
to technical and commercial losses. The reasons for the elevation in these losses is because
of resistance to power flow by the power system, nonperforming and underperforming
meters, wrong applications of multiplying factors, defects in Current Transformer (CT)
and Potential Transformer (PT) circuitry, meters not read, pilferage by manipulating or
bypassing of meters, theft by direct tapping. The current control mechanism to loss
reduction is “Accurate Metering, Appropriate range of meter concerning connected load,
Electronic meters with (TOD, tamper-proof data and remote reading facility) for HT and
HV services, intensive inspections by pooling up staff, reducing meter exceptional, using
energy Audit as a tool to pinpoint areas of high losses, eradication of theft and AMR
systems”. (Concepts and Principles of Distribution Loss, 2006).

The risk of a grid failure or production stop thereby causing total supply failure, is
attributed to the demand generation gap and failure of the islanding system. The current
control mechanism is preventive maintenance (power distribution reforms in
Maharashtra, 2009).

Analysis of FMEA
Table 2 shows the calculation of RPN for all the possible failures.

For the process functions of the supply chain in the power distribution firm under study,
the failures or the risks that are prioritized (based on RPN value) are:

(1) Internal operations: Highest RPN for “Poor housekeeping and maintenance” (280)
followed by “Explosion or fire” (108), “Exposure to live wires” (90), use of improper
equipment (84).
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(2) Production: “Grid failure or production stops” (120).

(3) Information technology system: “Technical failures” (120).

(4) Regulatory and market condition on power supply chain: “Energy market price
volatility” (140) followed by “Rising energy prices and regional price differences are
widening” (120).

(5) Employees: “Oversize of the organization” (160).

(6) Customer: “Customer Outrage” (180).

(7) Supply of power: “Commercial loss” (75).

Thus these abovementioned failure modes become the high-level risks in the system.

Why consolidate of the ISM approach to FMEA methodology?
FMEA is an effective method for ensuring better reliability of a system through the
identification of the failure modes in the performance of a system and affects the failure
produces on the performance. This would gradually prevent the unacceptable failures to
reach the customers thereby aiding the management in proper resource allocation. At times
FMEA analysis may be confusing. The same RPN number for two or more risks may lead to
confusion in prioritizing the risks. A high RPN numbermay not necessarilymean high risk or
two failure modes with the same RPN number may not have the same risk level. Hence risk
can also be prioritized through the team discussion. But a large number of risks may lead to a
lengthier and unending discussion. A matrix for combining the RPN and the severity,
occurrence and detectability can be used. In cases where the company finds it difficult to find
the detection rank, detection rank can bemisused and the critical number can be used. Critical
number (CN) 5 severity (S) 3 occurrence (O) (Hartwell). The study (Narayanagounder and
Gurusami, 2009) presented a new approach to improve the evaluation of RPN. The traditional
limitation of FMEA of two or more risks having the same RPN number is removed by risk
priority code. The proposed method of evaluation of RPN in design FMEA has benefits when
two or more failure modes have the same RPN and when the team has a disagreement in the
ranking scale for severity, occurrence and detection.

Amore logical approach to confront the limitations of FMEA can be to identify the driving
power of the risks which may lead to the risk origin and further to identify the dependency
among these risks. An interrelationship approach for the risks would be an answer to the
disruptions in the power distribution supply chain. This process is facilitated through the use
of the ISM approach.

Interpretive structural modeling. ISM is a general-purpose technique for analysis and
decision supporting system for identifying and structuring relationships among the important
issues or problems. It provides a structured method for dealing with complex situations. The
output of the ISMmodel is the visual map of the problems generated through the dependencies
of the risks within. (Pandey and Sharma, 2017) used the ISMmodel approach to finding out the
structural relationship among the risks in the automotive supply chain. ISM is a well-
established methodology for identifying and arranging the relationships between important
problems. These relationships between the factors or the risks develop a better understanding
of the overall problem of the given system than understanding the factors individually. For
identifying the enablers for the competitiveness of the Indian manufacturing sector, ISM was
used to understand the relationships among the different enablers (Dewangana et al., 2015).
This helped the authors get the primary idea for developing a map of the complex associations
between the numerous elements in the manufacturing sector concerned with multifaceted
conditions. (Aeeni et al., 2019) used ISM to map the hierarchical relationships of the main
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factors/challenges of the Urban Management System in Iranian New Towns. Thus after
examining the relationship between the variables, the approach was further used to determine
the driving power and dependence of the factors. According to (Srivastava and Pandey, 2018),
ISM is optimally suited to deal with themultifaceted situation and further deriving solutions. In
their study, they identified different factors that were responsible for a change in
responsiveness of customers toward advertisement, and later ISM modeling was done to
forecast the association between various variables. (Kuo et al., 2010) used ISM to partition the
barriers for the product service system into a multilevel structural hierarchy established on
their associations. This hierarchical relationship presented a clear understanding of the
significance of each barrier that further supported strategic analysis.

Development of structural self-interaction matrix (SSIM). To identify the contextual
relationship among the risks, the experts from academia and industry are consulted. SSIM
matrix is built using four symbols that denote the relationship among the factors as shown in
Table 3.

For any two factors “i” and “j”, the terminologies used are:

V: if factor i influence the factor j;

A: if factor j influence the factor i;

X: if both the factors influence each other;

O: if the factors are unrelated.

The reachability matrix is prepared from the SSIM table. The symbols V, A, X, O are
converted into Zero “0” and one “1” based on the rules as follows.

If (i, j) position in the SSIM table isV, the position in the reachability matrix will become 1,
and the (j, i) positions will become 0. If the (i, j) position is A, then the position in the
reachability matrix will become 0 and the (j, i) position will become 1. If the (i, j) position in
the SSIM is X, then positions (i, j) and (j, i) both will become 1. If the position of the SSIM isO,
then in the reachability matrix, both the positions, (i, j) and (j, i) will become 0. Based on this
rule, the reachability matrix is formed as shown in Table 4. Further, the total driving and the
dependence power are calculated as shown in Table 5.

Partitioning of reachability matrix into different levels or level partitioning:
The final reachability matrix is fragmented by grouping the variables into different levels
through an algorithm-based process of level partitioning. This is used to develop the
structural model depending upon the interrelationships between the risk variables. Thus an

S. no. Reachability matrix 1 2 3 4 5 6 7 8 9 10 11

1 Poor housekeeping and maintenance risk 1 0 0 0 0 1 1 1 1 0 1
2 Customer outrage risk 0 1 0 0 1 0 0 0 0 1 0
3 Organization oversize risk 0 0 1 0 0 0 0 0 0 0 1
4 Energy market price volatility risk 0 0 0 1 1 0 0 0 0 1 0
5 Risk of regional price difference widening 0 1 0 1 1 0 0 0 0 1 0
6 Risk of a grid failure or production stop 0 1 0 0 0 1 0 0 1 1 0
7 Technical failure risk 0 0 0 0 0 1 1 1 1 1 0
8 Explosion or fire risk 0 0 0 0 0 1 0 1 1 1 0
9 Exposure to live wires 0 0 0 0 0 1 0 1 1 0 0
10 Risk of commercial loss 0 0 0 0 0 0 0 0 0 1 0
11 Risk of use of improper equipment 1 0 0 0 0 1 1 1 1 0 1

Table 4.
Reachability matrix
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ISM is built having multilevel of the risk variables (Developing the Structural Relationship
Model for RSSC, 2014).

Level partitioning is done with the help of the reachability set, antecedent set and
intersection sets that are generated for each risk factor. The reachability set is a combination
of the risk variable i and the other risk variables which are affected by it. Similarly, the
antecedent set is the combination of the risk variable j and the other variables which are
affected by it. The intersection set consists of those variables which are common to both,
reachability set and antecedent set. A risk factor’s level is identified by checking those risks
having the same set of reachability and intersection (Singhal et al., 2018). Table 6 shows the
first iteration of level partitioning.

The risk variables 9 and 10 are the first level risks that have the highest priority in the ISM
hierarchy. Hence they are removed from all the sets and the second iteration is done as shown
in Table 7.

S.
no. Risks 1 2 3 4 5 6 7 8 9 10 11

Driving
power

1 Poor housekeeping and
maintenance risk

1 0 0 0 0 1 1 1 1 0 1 6

2 Customer outrage risk 0 1 0 0 1 0 0 0 0 1 0 3
3 Organization oversize risk 0 0 1 0 0 0 0 0 0 0 1 2
4 Energy market price volatility risk 0 0 0 1 1 0 0 0 0 1 0 3
5 Risk of regional price difference

widening
0 1 0 1 1 0 0 0 0 1 0 4

6 Risk of a grid failure or production
stop

0 1 0 0 0 1 0 0 1 1 0 4

7 Technical failure risk 0 0 0 0 0 1 1 1 1 1 0 5
8 Explosion or fire risk 0 0 0 0 0 1 0 1 1 1 0 4
9 Exposure to live wires 0 0 0 0 0 1 0 1 1 0 0 3
10 Risk of commercial loss 0 0 0 0 0 0 0 0 0 1 0 1
11 Risk of use of improper equipment 1 0 0 0 0 1 1 1 1 0 1 6

Dependence power 2 3 1 2 3 6 3 5 6 7 3 41/41

S.
no. Risks

Reachability
set Antecedent set

Intersection
set Level

1 Poor housekeeping and maintenance
risk

1, 6, 7, 8, 9, 11 1, 11 1, 11

2 Customer outrage risk 2, 5, 10 2, 5, 6 2, 5
3 Organization oversize risk 3, 11 3 3
4 Energy market price volatility risk 4, 5, 10 4, 5 4, 5
5 Risk of regional price difference

widening
2, 4, 5, 10 2, 4, 5 2, 4, 5

6 Risk of a grid failure or production
stop

2, 6, 9, 10 1, 6, 7, 8, 9, 11 6, 9

7 Technical failure risk 6, 7, 8, 9, 10 1, 7, 11 7
8 Explosion or fire risk 6, 8, 9, 10 1, 7, 8, 9, 11 8
9 Exposure to live wires 6, 8, 9 1, 6, 7, 8, 9, 11 6, 8, 9 I
10 Risk of commercial loss 10 2, 4, 5, 6, 7, 8, 10 10 I
11 Risk of use of improper equipment 1, 6, 7, 8, 9, 11 1, 3, 11 1, 11

Table 5.
Reachability matrix
with driving and
dependence power

Table 6.
Iteration 1
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The risk variables 2, 4 and 5 are the second level risks that have the next highest priority in
the ISM hierarchy. Hence they are removed from all the sets and third iteration is done as
shown in Table 8.

The risk variable 6 is the second level risk that has the next highest priority in the ISM
hierarchy. Hence it is removed from all the sets and the fourth iteration is done as show in
Table 9.

The risk variable 8 is the second level risk that has the next highest priority in the ISM
hierarchy. Hence it is removed from all the sets and fifth iteration is done as shown in
Table 10.

S.
no. Risks

Reachability
set

Antecedent
set

Intersection
set Level

1 Poor housekeeping and maintenance
risk

1, 6, 7, 8, 11 1, 11 1, 11

2 Customer outrage risk 2, 5 2, 5, 6 2, 5 II
3 Organization oversize risk 3, 11 3 3
4 Energy market price volatility risk 4, 5 4, 5 4, 5 II
5 Risk of regional price difference

widening
2, 4, 5 2, 4, 5 2, 4, 5 II

6 Risk of a grid failure or production
stop

2, 6 1, 6, 7, 8, 11 6

7 Technical failure risk 6, 7, 8 1, 7, 11 7
8 Explosion or fire risk 6, 8 1, 7, 8, 11 8
11 Risk of use of improper equipment 1, 6, 7, 8, 11 1, 3, 11 1, 11

S.
no. Risks

Reachability
set

Antecedent
set

Intersection
set Level

1 Poor housekeeping and maintenance
risk

1, 7, 8, 11 1, 11 1, 11

3 Organization oversize risk 3, 11 3 3
7 Technical failure risk 7, 8 1, 7, 11 7
8 Explosion or fire risk 8 1, 7, 8, 11 8 IV
11 Risk of use of improper equipment 1, 7, 8, 11 1, 3, 11 1, 11

S.
no. Risks

Reachability
set

Antecedent
set

Intersection
set Level

1 Poor housekeeping and maintenance
risk

1, 6, 7, 8, 11 1, 11 1, 11

3 Organization oversize risk 3, 11 3 3
6 Risk of a grid failure or production

stop
6 1, 6, 7, 8, 11 6 III

7 Technical failure risk 6, 7, 8 1, 7, 11 7
8 Explosion or fire risk 6, 8 1, 7, 8, 11 8
11 Risk of use of improper equipment 1, 6, 7, 8, 11 1, 3, 11 1, 11

Table 7.
Iteration 2

Table 9.
Iteration 4

Table 8.
Iteration 3
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The risk variable 7 is the second level risk that has the next highest priority in the ISM
hierarchy. Hence it is removed from all the sets and sixth iteration is done as shown in
Table 11.

The risk variables 1 and 11 are the second level risks that have the next highest priority in
the ISM hierarchy. Hence they are removed from all the sets and seventh iteration is done as
shown in Table 12.

The complete level partitioning of the risk variables from first to final is shown isTable 13.

S.
no. Risks

Reachability
set

Antecedent
set

Intersection
set Level

1 Poor housekeeping and maintenance
risk

1, 7, 11 1, 11 1, 11

3 Organization oversize risk 3, 11 3 3
7 Technical failure risk 7 1, 7, 11 7 V
11 Risk of use of improper equipment 1, 7, 11 1, 3, 11 1, 11

S.
no. Risks

Reachability
set

Antecedent
set

Intersection
set Level

1 Poor housekeeping and maintenance
risk

1, 11 1, 11 1, 11 VI

3 Organization oversize risk 3, 11 3 3
11 Risk of use of improper equipment 1, 11 1, 3, 11 1, 11 VI

S. no Risks Reachability set Antecedent set Intersection set Level

3 Organization oversize risk 3 3 3 V

S.
no Risks Reachability set Antecedent set

Intersection
set Level

1 Poor housekeeping and
maintenance risk

1, 6, 7, 8, 9, 10, 11 1, 11 1 VI

2 Customer outrage risk 2, 5, 10 2, 5, 6 2 II
3 Organization oversize risk 3, 11 3 3 VII
4 Energy market price volatility risk 4, 5, 10 4, 5 4 II
5 Risk of regional price difference

widening
2, 4, 5, 10 2, 4, 5 5 II

6 Risk of a grid failure or production
stop

2, 6, 9, 10 1, 6, 7, 8, 9, 11 6 III

7 Technical failure risk 6, 7, 8, 9, 10 1, 7, 11 7 V
8 Explosion or fire risk 6, 8, 9, 10 1, 7, 8, 11 8 IV
9 Exposure to live wires 6, 9, 11 1, 6, 7, 8, 9, 11 9 I
10 Risk of commercial loss 10 1, 2, 4, 5, 6, 7, 8, 10 10 I
11 Risk of use of improper equipment 1, 6, 7, 8, 9, 11 1, 3, 9, 11 11 VI

Table 10.
Iteration 5

Table 11.
Iteration 6

Table 12.
Iteration 7

Table 13.
Level partitioning –
first to final iteration
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The conical form of the reachability matrix
A conical matrix is developed by bringing together the risk variables of the rows and
columns in the order of the rank from high to low. Driving power and dependence power are
calculated by summing up the 1s in the rows and columns, respectively, as shown in
Table 14.

Node digraph: Based on the relationship between the risks identified in the Power
Distribution Supply Chain, a node digraph is constructed. Nodes are the risks that are
prioritized through the FMEA analysis and further level partitioning of the reachability
matrix (see Figure 3).

ISM digraph: The nodal digraph is converted into the ISM model by replacing the nodes
with the risk variable associated with the node number (see Figure 4).

S.
no. Risks 9 10 2 4 5 6 8 7 1 11 3

Driving
power

9 Exposure to live wires 1 0 0 0 0 1 1 0 0 0 0 3
10 Risk of commercial loss 0 1 0 0 0 0 0 0 0 0 0 1
2 Customer outrage risk 0 1 1 0 1 0 0 0 0 0 0 3
4 Energy market price volatility risk 0 1 0 1 1 0 0 0 0 0 0 3
5 Risk of regional price difference

widening
0 1 1 1 1 0 0 0 0 0 0 4

6 Risk of a grid failure or production
stop

1 1 1 0 0 1 0 0 0 0 0 4

8 Explosion or fire risk 1 1 0 0 0 1 1 0 0 0 0 4
7 Technical failure risk 1 1 0 0 0 1 1 1 0 0 0 5
1 Poor housekeeping and

maintenance risk
1 0 0 0 0 1 1 1 1 1 0 6

11 Risk of use of improper equipment 1 0 0 0 0 1 1 1 1 1 0 6
3 Organization oversize risk 0 0 0 0 0 0 0 0 0 1 1 2

Dependence power 6 7 3 2 3 6 5 3 2 3 1 41/41

9 10

2 54

6

8

7

111

3

Table 14.
Conical matrix

Figure 3.
Digraph displaying the

level of power
distribution supply

chain risks
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Findings and conclusion
To analyze and model the risks in the power distribution supply chain, seven supply chain
process functions were identified with 17 failure modes.

Firstly, FMEA analysis has been done to identify the potential failure modes, their
severity, and occurrence and detection scores. This helped the author to identify 11 enablers
or risk variables that needed to be attended. The results of FMEA showed that in the internal
operations process function, the highest RPN was obtained for “Poor housekeeping and
maintenance” of 280, followed by “Explosion or fire” (108), “Exposure to livewires” (90), use of
improper equipment (84). In production function, the “Grid failure or production stops” risk
showed the RPN of (120), technical failures under Information Technology System as (120),
under Regulatory and Market Condition on Power Supply Chain: “Energy market price
volatility” (140) followed by “Rising energy prices and regional price differences are
widening” (120), Employees: “Oversize of the organization” (160), Customer: “Customer
Outrage” (180), Supply of Power: “Commercial loss” (75).

Secondly, an ISM model (Figure 4) has been developed to identify and understand the
interrelationships among these enablers. Seven iterations were done in level partitioning to
sequence/prioritize the risk variables.

Further, the Matriced’ Impacts Croise’s Multiplication Appliqu�ee a UN Classement
(MICMAC) analysis is done to compartmentalize the risk variables in four quadrants based
on their combination of driving and dependency powers. In MICMAC analysis, the variables
are grouped based upon the driving power and the dependency power derived from the ISM’s
reachability matrix (Pandey and Sharma, 2017). This analysis is used to identify the driving
and the dependence power of various elements through the outputs of ISM. The outcomes of
ISM are fed to MICMAC analysis as inputs to identify which element is performing as the
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ISM model
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most leading one. (Dewangana et al., 2015) identified the driving power and dependence
power of enablers of the competitiveness of the manufacturing sector using MICMAC
analysis. This analysis was used to establish the interdependence of supply chain intricacy
drivers of a typical mining and construction equipment located in India. This helped the
authors to identify the driving and the dependency powers of the supply chain intricacy
drivers (Prabu et al., 2015). Thus, a lot of studies show the significant application of MICMAC
analysis for understanding the variables through their driving and dependency power.

Figure 5 shows the risk variables clustered in four types as driving variables, linkage
variables, autonomous variables and dependent variables based on their driving power and
dependency powers.

MICMAC analysis divides the risk variables into four clusters as below.

Cluster 1: Autonomous variables: These variables are least connected to the system since
their driving power and dependency power are weak. In this study, the autonomous
variables are customer outrage risk, organization oversize risk and energy market price
volatility risk. Therefore, among the 11 selected risk variables in the supply chain, these
three variables do not have much influence on the supply chain practices.

Cluster 2: Linked variables: These are the variables that have strong driving power and
strong dependency power. Change in any of these variables will affect themselves and
others in the system. Hence they are said to be unstable andmay affect the supply chain. In
this study, the linked variables are the risk of a grid failure or production stop and the risk
of explosion or fire.

Cluster 3: Dependent variables: These are the variables that have weak driving power but
strong dependent power. In this study, exposure to live wires and risk of commercial loss
are seen as strong dependent risks. Since these are dependent on the other risks, they have
top priority in the ISM model and hence needs to be addressed on high priority.

Cluster 4: Driving variables: These are the variables that have strong driving power and
low dependent power. This means that these variables are capable of driving the other
risks variable in the supply chain and hence they are also called as the independent
variables. Poor housekeeping and maintenance risk, risk of regional price difference
widening, technical failure risk and risk of use of improper equipment are derived as the
independent variables in the supply chain of the power distribution company.

Thus this study concludes that there are various risks associated with the supply chain
function of the distribution of power. Internal operations, customer and supplier’s linkage,

Figure 5.
Cluster of supply

chain risks

Power
distribution
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regulatory and market conditions, and other drivers of the supply chain in distribution may
encounter various problems in the form of risks. These risks need proper identification and
treatment before they reach the end-user. Hence the organization needs to be cautious about
identifying and prioritizing the risks. Since the power distribution sector requires a large
number of human resources at different levels, gradually the organization starts oversizing.
This causes less controlling and improper maintenance of the oversized workplace. This
factor has given rise to the other risks like poor housekeeping, poor maintenance and
improper usage of the equipment used in the distribution-related activities.

In power distribution-related activities, the risk of hazards is high and maintenance of the
facilities, equipment, training to the employees is crucial. Improper usage of the equipmentmay
lead to other risks like a technical failure. Technical failure can cause explosion or fire at the
workplace thismay further result in grid failure or production stoppages. ISMmodel represents
the sources of risk and other risks arising from it in the power distribution sector. Hence the
supply chain practitioners need to identify ways to reduce the risks occurring at the bottom
level. Supply chain practitioners in this sectorwould get a better insight into those critical areas,
which if addressed, would reduce the risks in the sector and a proper risk assessment would be
done. This assessment would help them tackle the supply chain risks by now identifying ways
to remove or mitigate them through various measures, processes and control mechanisms.

Through FMEA and ISM analysis, the risk assessment for power distribution is done.
Future research studies can be initiated to identify various measures, ways or control
mechanisms to reduce the intensity and impact of the risks on the sector. The proposedmodel
developed through the ISM technique is based on the expert’s judgment. SEM analysis may
be used in the future to confirm this model. This study was limited to a power distribution
supply chain. This study can further be extended to the power generation supply chain.
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